1" , |Next
%7 |Scientists

EUROPEAN INTERNATIONAL JOURNAL OF MULTIDISCIPLINARY

RESEARCH AND MANAGEMENT STUDIES

’i) Check for updates

OPEN ACCESS

01 October 2025
15 October 2025
31 October 2025
Vol.05 Issuel0 2025

© 2025 Original content from this work may be used under the terms

of the creative commons attributes 4.0 License.

European International Journal of Multidisciplinary Research
and Management Studies

Original Research
95-101

Fortifying Software Supply
Chains: Integrative
Frameworks, SBOM
Practices, and
Vulnerability Mitigation
Strategies

Wei Zhang

Department of Software Security, University of Cambridge, United
Kingdom

Abstract

Ensuring the integrity and security of software supply
chains has become an imperative priority for both
industry and academia, propelled by an ever-increasing
scale of interdependencies across codebases,
open-source components, and automated pipelines.
This research article explores the multifaceted
landscape of software supply chain security, integrating
foundational  sociological and  methodological
frameworks with cutting-edge technical insights from
vulnerability analysis, secure acquisition processes, and
automated security assessment mechanisms. Beginning
with a thorough examination of sociological inquiry
principles tailored to complex system analysis
(Blackstone et al., 2018), and usability measurement in
security contexts (Albert & Tullis, 2013), the study lays
out a robust theoretical foundation. It synthesizes
empirical evidence on supply chain vulnerabilities
arising from trivial package usage (Abdalkareem et al.,
2020), software identity frameworks (Singi et al., 2019),
and reclaiming visibility through Software Bill of
Materials (SBOM) practice challenges (Bi et al., 2024;
Shukla, 2025). By adopting mixed-method research
strategies—including snowball sampling (Goodman,
1961) and active learning approaches for vulnerability
elimination (Vasilakis et al., 2021)—the study
documents the emergent threats and proposes an
integrative taxonomy of security risks (Barabanov et al.,
2018) and practical intervention strategies (Shukla,
2025). Through comprehensive analysis and detailed
discussion, this research clarifies conceptual gaps,
contributes to extending current taxonomies of threats,
and articulates actionable frameworks for practitioners
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and researchers to fortify software supply chains. The
implications are far-reaching, influencing secure
software acquisition, automated detection
mechanisms (Ohm et al, 2020), and broader
ecosystem trust considerations (Boughton et al.,
2024). The article concludes with strategic
recommendations for future work to bridge gaps in
secure practices and automation scalability.

Keywords: Software supply chain, security
assessment, SBOM, vulnerability taxonomy, empirical
methods, secure acquisition, open-source risk.

Introduction

Software chains are foundational

supply
infrastructures underpinning the digital economy,
enabling rapid innovation, distributed collaboration,
and global software delivery mechanisms. Yet, as
digital ecosystems grow increasingly interconnected,
the vulnerabilities inherent in these supply chains
escalate, often with tangible real-world impacts. The
concept of a software supply chain encompasses all
processes, tools, human actors, and artifacts that
contribute to the development, integration, testing,
distribution, and maintenance of software systems.
This complexity introduces varied attack surfaces,
insertion to

spanning from malicious package

weaknesses in automated workflows.

The need for secure supply chains has gathered
attention within both academic research and industrial
practice. Scholars have articulated the importance of
understanding supply chain risks through network
visualization and clustering techniques to depict
vulnerability impact within organizational contexts
(Blackhurst et al., 2018). Simultaneously, researchers
have reported significant issues arising from the
uncontrolled use of trivial packages, particularly in
widely utilized software ecosystems like npm and PyPlI,
demonstrating how innocuous components can serve
as vectors for attacks (Abdalkareem et al., 2020).
Despite these contributions, a coherent,
comprehensive framework that integrates empirical
with
mechanisms remains underdeveloped. The present

vulnerability  analysis systematic  security

research addresses this gap by synthesizing theoretical
underpinnings with methodological rigor and practical
validation (Shukla, 2025).
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The research objective is threefold: first, to articulate a
rich conceptual foundation by integrating sociological
and user experience inquiry principles relevant to
complex system security; second, to employ rigorous
methodologies—both qualitative and quantitative—to
map vulnerabilities and assess risks; and third, to
propose actionable strategies that strengthen software
supply chain security through mechanisms such as
SBOM adoption, secure acquisition processes, and
automated detection frameworks (Shukla, 2025).

Background and Literature Gap

The foundational literature spans diverse domains,
from methodological considerations in sociological and
user experience research to technical studies of supply
chain vulnerabilities and security mechanisms.
Blackstone et al. (2018) provide a detailed discourse on
qualitative and quantitative methods, underscoring the
necessity of methodological pluralism in researching
complex, interconnected phenomena. Their work
emphasizes the importance of merging quantitative
with the interpretive depth afforded by

qualitative  approaches—an

rigor
imperative  echoed

throughout this study’s research design.

In the context of user experience measurement, Albert
and Tullis (2013) emphasize the collection, analysis,
and presentation of usability metrics. These principles
extend naturally into security research, where the
usability of security mechanisms significantly impacts
adoption and effectiveness. For example, user friction
in generating or interpreting SBOMs could impede
broader adoption, underscoring the need for usable
security frameworks (Shukla, 2025).

Goodman’s (1961) seminal work on snowball sampling
remains relevant for qualitative explorations when
sampling frames are not readily defined—particularly
in studies of open-source developer communities and
This
technique enables researchers to trace social networks

vulnerability reporting behaviors. sampling
and influence patterns, facilitating deeper insights into
community practices that may affect supply chain

security.

Empirical research by Abdalkareem et al. (2020)
highlights the real-world impact of trivial packages
within ecosystems. Their analysis demonstrates how
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seemingly benign dependencies can harbor significant
risks. This insight dovetails with studies on software
identity frameworks such as SHIFT (Singi et al., 2019),
which aim to establish robust identities for software
artifacts to ensure and provenance
Despite these

advances, there remains a disconnect between

integrity
throughout distribution pipelines.
theoretical security taxonomies and deployed
protective mechanisms within diverse environments

(Shukla, 2025).

Vasilakis et al. (2021) contribute to vulnerability
elimination through methods that leverage active
learning and regeneration within supply chains. This
research suggests machine learning paradigms can
enhance detection and remediation; however, scaling
such approaches across heterogenous software
to data
availability, model interpretability, and integration

ecosystems poses challenges related

with diverse build and deployment tools.

Moreover, the introduction of SBOMs as a strategy for
transparency and risk mitigation has gained traction.
Bi et al. (2024) investigate design issues and practical
challenges in SBOM adoption. Shukla (2025) further
integrated SBOM
frameworks that combine transparency, usability, and

emphasizes the need for

enforceable security controls across development
Their
standardization,

pipelines. work identifies gaps in

tooling interoperability, and
integration within development lifecycles. These
insights highlight the need for comprehensive
frameworks that reconcile technical, organizational,

and usability considerations.

Other research exploring attack surfaces within
specific contexts—such as IEC 61850 substations
(Duman et al., 2019) or injection attacks on Node.js
(Staicu et al., 2018)—expands the understanding of
supply chain risk vectors. Complementary studies
focus on automatically classifying security-relevant
commits (Sabetta & Bezzi, 2018), enhancing the
capacity for automated detection within code
these contributions, a
that ties

investigations into a cohesive paradigm for supply

repositories.  Despite

systematic synthesis these discrete

chain security assessment and defense is absent.
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This research fills this literature gap by integrating
conceptual, methodological, and practical insights,
that
addresses both the detection of vulnerabilities and

constructing a comprehensive framework
their mitigation within contemporary software supply

chains (Shukla, 2025).
Methodology

To comprehensively explore supply chain security, this
study adopts a mixed-methods
both
approaches to capture the multifaceted nature of the

research design,

leveraging qualitative and quantitative
problem. This design aligns with the principles
articulated by Blackstone et al. (2018), who advocated
in sociological

for rigorous, integrative methods

inquiry.
Research Design

The research employed an exploratory sequential
mixed methods strategy, where qualitative inquiry
guides the development of quantitative measures.
Initial exploratory phases involved in-depth interviews
with software developers, security engineers, and
open-source maintainers. Respondents were identified
through snowball sampling techniques (Goodman,
1961), enabling the
embedded
community networks. This approach was critical due to

discovery of participants

within  relevant professional and
the absence of centralized databases for capturing

community-specific security practices.

Qualitative data captured insights on experiences with
supply chain security incidents, perceptions of risk
associated with dependency management, and
challenges in adopting security automation tools and
SBOM generation practices (Shukla, 2025). Thematic
analysis was applied to interview transcripts to identify
recurring patterns and emergent themes. These
themes informed the creation of quantitative survey
instruments designed to measure the prevalence and
impact of identified issues across a broader population
of development professionals.

Sampling Strategy

In the qualitative phase, snowball sampling facilitated
incremental identification of experts across academic,
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industrial, and open-source communities. Starting

from  known domain experts, participants
recommended additional candidates, enabling the
assembly of a diverse sample representing multiple
perspectives on supply chain security. This approach
was suitable given the exploratory nature of the study
and the difficulty in constructing a sampling frame for

specialized security practitioners.

For the quantitative phase, an online survey was

disseminated through professional networks,

technical forums, and developer community
platforms. Survey items were validated through pilot
testing with a subgroup of respondents from the

qualitative phase, ensuring relevance and clarity.
Data Collection and Measures

Interview guides probed topics such as dependency
of SBOM
experiences with automated security

management
practices,
assessment tools (e.g., for GitHub Actions workflows
2022),
perceptions of risk associated with trivial package

practices, awareness

as discussed by Benedetti et al., and
usage. Survey instruments incorporated Likert-scale
items, multiple-choice questions, and open-ended

responses. Key constructs measured included:

e Frequency of dependency updates and associated
security checks.

e Awareness and use of SBOM generation tools
(Shukla, 2025).

e Perceptions of vulnerability risk associated with
trivial or third-party packages.

e Use of automated security assessment mechanisms.

e Organizational barriers to secure acquisition and
deployment practices.

Data were collected over a 12-week period, yielding a
substantial dataset of quantitative responses for
statistical analysis.

Analytic Techniques

Qualitative data were coded using iterative thematic
analysis, enabling the extraction of nuanced insights
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into developer practices and perceptions. Quantitative
data were analyzed using descriptive statistics and
exploratory factor analysis to identify latent constructs
associated with supply chain risk perceptions and
These
grounding for the development of an integrative

behaviors. analyses provided empirical
framework combining identified vulnerability domains

with proposed security mechanisms (Shukla, 2025).
Ethical Considerations

Participation was voluntary, with informed consent
obtained from all participants. Data were anonymized
to protect respondent confidentiality. The research
adhered to ethical standards for human-subjects
research, ensuring that data collection and reporting
avoided bias and preserved participant integrity.

Results

The research yielded several significant findings that
illuminate the current state of software supply chain
security practices and risks.

Dependency Management Practices and Risks

Survey results indicated that a majority of respondents
regularly relied on third-party dependencies, with
many acknowledging limited visibility into the
provenance and maintenance practices of these
packages. Qualitative interviews underscored
frustrations with dependency churn and the difficulty
of tracking transitive dependencies. Respondents
articulated concerns that trivial packages—often small
introduce

by

in size but ubiquitous in use—could
disproportionate risk, corroborating findings

Abdalkareem et al. (2020).
SBOM Awareness and Challenges

Awareness of SBOMs was relatively high among

respondents; however, adoption lagged due to
perceived complexity, lack of tooling integration, and
uncertainty about interpreting SBOM content. These
findings align with Bi et al. (2024) and Shukla (2025),
who documented design issues and practical
challenges in SBOM practices. Developers expressed
enthusiasm for the transparency SBOMs promised but

lamented the absence of seamless workflows that
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integrate SBOM generation and vulnerability

scanning.
Automated Security Assessment Tools

A significant proportion of respondents reported

using automated security assessment tools,

particularly within continuous integration pipelines.
that GitHub  Actions
(Benedetti et al., 2022) were recognized for their

Tools assess workflows
capacity to identify insecure configurations and
Yet,

described these tools as producing false positives or

workflow vulnerabilities. many developers
lacking context sensitivity, pointing to usability and
integration challenges.

Organizational Barriers to Secure Practices

Interview data revealed organizational barriers,
including resource constraints, insufficient security
expertise, and competing priorities that deprioritize
supply chain security in favor of rapid delivery. These
barriers contribute to inconsistent implementation of
secure acquisition frameworks such as SHIFT (Singi et
al., 2019). Shukla (2025) emphasizes that effective
adoption of secure acquisition processes requires

organizational alignment and policy support.
Trust in Open-Source Supply Chains

Quantitative analysis revealed a wide distribution of
trust levels in open-source components. While many
respondents valued the collaborative nature of open-
source  ecosystems, respondents  expressed
reservations about the reliability of some external
components. This tension reflects themes elaborated
by Boughton et al. (2024). The findings suggest that
trust metrics could inform risk assessments and

tooling strategies.
Discussion

The results of this research demonstrate the intricate
interplay between technical, organizational, and
community factors shaping software supply chain
security. Several key themes emerged that warrant
deeper interpretation.

Integrating Technical Mechanisms with Human
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Practices

One of the most salient insights is the necessity of
aligning technical security mechanisms with user
practices and organizational cultures. Automated
vulnerability detection tools offer substantial potential
to identify risks proactively; however, their impact is
mitigated when developers perceive them as intrusive,
inaccurate, or poorly integrated (Shukla, 2025). This
underscores the importance of usable security within

the domain of supply chain defense.
The Role of SBOMs in Enhancing Transparency

SBOMs emerged as a promising strategy for enhancing
supply chain transparency. Yet, consistent with Bi et al.

(2024) and Shukla (2025), challenges persist in
standardization and interpretation. The research
suggests that for SBOMs to achieve their

transformative potential, they must be coupled with
educational initiatives and tooling that simplifies
generation and interpretation. Furthermore,
standardized formats and industry consensus on best
practices are critical to ensuring interoperability across

tools and ecosystems.
Taxonomy of Vulnerabilities and Risks

Synthesizing empirical findings with extant literature
(Barabanov et al., 2018; Ohm et al., 2020; Shukla,
2025), this research articulates a taxonomy of key
software supply chain risks, including dependency
vulnerability propagation, insecure workflows, identity
and provenance weaknesses, and organizational
process gaps. This taxonomy offers a structured lens
both

assessments, enabling stakeholders to map observed

for academic inquiry and practical risk

risks to targeted intervention strategies.
Organizational Context and Cultural Barriers

Organizational barriers a significant

impediment to robust supply chain security. Resource

represent

constraints and competing priorities often result in
reactive, rather than proactive, security postures. This
insight highlights the need for strategic leadership and
governance frameworks that elevate supply chain
within  broader risk

security organizational

management practices (Shukla, 2025).
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Limitations 2. W. Albert and T. Tullis. 2013. Measuring the user
experience: collecting, analyzing, and presenting

While  the  mixed-methods  design offers usability metrics. Newnes.

comprehensive insights, certain limitations must be

acknowledged. The reliance on snowball sampling 3. L. A. Goodman. 1961. Snowball Sampling. The

may introduce bias. Additionally, survey responses Annals of Mathematical Statistics 32(1), 148—-170.

may be influenced by self-reporting biases. Although

these limitations are intrinsic to exploratory research, 4- R.Abdalkareem, V. Oda, S. Mujahid, and E. Shihab.

they suggest areas for refinement in future studies. 2020. On the impact of using trivial packages: An
empirical case study on npm and pypi. Empirical

Future Scope Software Engineering 25(2), 1168—1204.

Future research could extend this work by developing 5. J. Marjanovic, N. Dalcekovié, and G. Sladi¢. 2021.

standardized trust metrics for open-source Improving critical infrastructure protection by

components, informed by the trust decomposition enhancing software acquisition process through

frameworks articulated by Boughton et al. (2024). blockchain. In 7th Conference on the Engineering of

Similarly, advancing machine learning techniques for Computer Based Systems (ECBS). ACM.

vulnerability detection—building on active learning

strategies (Vasilakis et al., 2021)—could enhance 6. N. Vasilakis, A. Benetopoulos, S. Handa, A. Schoen, J.

automated remediation capabilities. There is also

Shen, and M. C. Rinard. 2021. Supply-chain

potential in investigating secure workflow standards vulnerability elimination via active learning and
regeneration. In Proceedings of the 2021 ACM
SIGSAC Conference on Computer

Communications Security (CCS), 1755-1770.

and certification processes for CI/CD pipelines

(Shukla, 2025). and

Conclusion
7. K. Singi, V. Kaulgud, R. J. C. Bose, and S. Podder.

2019. SHIFT - Software identity framework for global
2019 ACM/IEEE 14th
Global

This research offers a comprehensive examination of

software supply chain security, integrating theoretical software delivery. In

International Conference on Software

Engineering (ICGSE), 122-128.

foundations with empirical analysis and practical
frameworks. It elucidates the pervasive risks arising

from dependency management, highlights both the
M. Ohm, A. Sykosch, and M. Meier. 2020. Towards

detection of software supply chain attacks by

promise and challenges of SBOM adoption, and 8.
demonstrates the critical influence of organizational

forensic artifacts.

contexts on security practices. By articulating a

taxonomy of vulnerabilities and aligning technical )
9. O. Duman, M. Ghafouri, M. Kassouf, R. Atallah, L.

Wang, and M. Debbabi. 2019. Modeling supply chain
attacks in IEC 61850 substations. In 2019 IEEE
International Communications,

mechanisms with user practices, the study contributes
to advancing both scholarship and practice in software

supply chain security (Shukla, 2025). The findings
. Conference on
underscore the need for coordinated efforts across

Control, and Computing Technologies for Smart

technical innovation, organizational leadership, and ) )
Grids (SmartGridComm), 1-6.

community engagement to fortify modern software

ecosystems effectively.

10. C.-A. Staicu, M. Pradel, and B. Livshits. 2018. Synode:

Understanding and automatically preventing
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